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(b) The Director, WHS, under the
DA&M, shall provide Privacy Program
support for DoD Field Activities.

(c) The General Counsel of the De-
partment of Defense shall:

(1) Provide advice and assistance on
all legal matters arising out of, or inci-
dent to, the administration of the DoD
Privacy Program.

(2) Review and be the final approval
authority on all advisory opinions
issued by the Defense Privacy Board or
the Defense Privacy Board Legal Com-
mittee.

(3) Serve as a member of the Defense
Privacy Board, the Defense Data Integ-
rity Board, and the Defense Privacy
Board Legal Committee (310.9).

(d) The Secretaries of the Military
Departments and the Heads of the
Other DoD Components, except as
noted in §310.5(k), shall:

(1) Provide adequate funding and per-
sonnel to establish and support an ef-
fective DoD Privacy Program, to in-
clude the appointment of a senior offi-
cial to serve as the principal point of
contact (POC) for DoD Privacy Pro-
gram matters.

(2) Establish procedures, as well as
rules of conduct, necessary to imple-
ment this part and DoD 5400.11-R to en-
sure compliance with the requirements
of 5 U.S.C. 552a and OMB Circular A-
130.

(3) Conduct training, consistent with
the requirements of DoD 5400.11-R, on
the provisions of this part, 5 U.S.C.
552a, OMB Circular A-130, and DoD
5400.11-R, for assigned, employed and
detailed, to include contractor, per-
sonnel and individuals having primary
responsibility for implementing the
DoD Privacy Program.

(4) Ensure all Component legislative
proposals, policies, or programs having
privacy implications, such as the DoD
Privacy Impact Assessment Program,
are evaluated to ensure consistency
with the information privacy principles
of this part and DoD 5400.11-R.

(5) Assess the impact of technology
on the privacy of personal information
and, when feasible, adopt privacy-en-
hancing technology both to preserve
and protect personal information con-
tained in Component systems of
records and to permit auditing of com-

§310.8

pliance with the requirements of this
part and DoD 5400.11-R.

(6) Ensure the DoD Privacy Program
periodically shall be reviewed by the
Inspectors General or other officials,
who shall have specialized knowledge
of the DoD Privacy Program.

(7) Submit reports, consistent with
the requirements of DoD 5400.11-R, as
mandated by 5 U.S.C. 552a and OMB
Circular A-130, and DoD Directive
5500.1, and as otherwise directed by the
DPO.

(e) The Secretaries of the Military
Departments shall provide support to
the Combatant Commands, as identi-
fied in DoD Directive 5100.3,7 in the ad-
ministration of the DoD Privacy Pro-
gram.

§310.7 Information requirements.

The reporting requirements in
§310.6(d)(7) are assigned Report Control
Symbol DD-DA&M(A)1379.

§310.8 Rules of conduct.

(a) DoD personnel shall:

(1) Take such actions, as considered
appropriate, to ensure that personal in-
formation contained in a system of
records, to which they have access to
or are using incident to the conduct of
official business, shall be protected so
that the security and confidentiality of
the information shall be preserved.

(2) Not disclose any personal infor-
mation contained in any system of
records except as authorized by DoD
5400.11-R or other applicable law or
regulation. Personnel willfully making
such a disclosure when knowing that
disclosure is prohibited are subject to
possible criminal penalties and/or ad-
ministrative sanctions.

(3) Report any unauthorized disclo-
sures of personal information from a
system of records or the maintenance
of any system of records that are not
authorized by this part to the applica-
ble Privacy POC for his or her DoD
Component.

(b) DoD System Managers for each
system of records shall:

(1) Ensure that all personnel who ei-
ther shall have access to the system of
records or who shall develop or super-
vise procedures for handling records in

7See footnote 1 to §310.1.
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the system of records shall be aware of
their responsibilities and are properly
trained to safeguard personal informa-
tion being collected and maintained
under the DoD Privacy Program.

(2) Prepare promptly any required
new, amended, or altered system no-
tices for the system of records and sub-
mit them through their DoD Compo-
nent Privacy POC to the DPO for publi-
cation in the FEDERAL REGISTER.

(3) Not maintain any official files on
individuals which are retrieved by
name or other personal identifier with-
out first ensuring that a notice for the
system of records shall have been pub-
lished in the FEDERAL REGISTER. Any
official who willfully maintains a sys-
tem of records without meeting the
publication requirements, as prescribed
by 5 U.S.C. 5562a, OMB Circular A-130,
and DoD 5400.11-R, is subject to pos-
sible criminal penalties and/or admin-
istrative sanctions.

§310.9 Privacy boards and office, com-
position and responsibilities.

(a) The Defense Privacy Board—(1)
Membership. The Board shall consist of
the DA&M, OSD, who shall serve as the
Chair; the Director of the DPO, DA&M,
who shall serve as the Executive Sec-
retary and as a member; the represent-
atives designated by the Secretaries of
the Military Departments; and the fol-
lowing officials or their designees: the
Deputy Under Secretary of Defense for
Program Integration (DUSD(PI)); the
Assistant Secretary of Defense for
Health Affairs; the Assistant Secretary
of Defense for Networks and Informa-
tion Integration (ASD) (NII)/Chief In-
formation Officer (CIO); the Director,
Executive Services and Communica-
tions Directorate, WHS; the GC, DoD;
and the Director for Information Tech-
nology Management Directorate
(ITMD), WHS. The designees also may
be the principal POC for the DoD Com-
ponent for privacy matters.

(2) Responsibilities. (i) The Board shall
have oversight responsibility for imple-
mentation of the DoD Privacy Pro-
gram. It shall ensure the policies, prac-
tices, and procedures of that Program
are premised on the requirements of 5
U.S.C. 552a and OMB Circular A-130, as
well as other pertinent authority, and
the Privacy Programs of the DoD Com-
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ponent are consistent with, and in fur-
therance of, the DoD Privacy Program.

(ii) The Board shall serve as the pri-
mary DoD policy forum for matters in-
volving the DoD Privacy Program,
meeting as necessary, to address issues
of common concern so as to ensure uni-
form and consistent policy shall be
adopted and followed by the DoD Com-
ponents. The Board shall issue advisory
opinions as necessary on the DoD Pri-
vacy Program so as to promote uni-
form and consistent application of 5
U.S.C. 552a, OMB Circular A-130, and
DoD 5400.11-R.

(iii) Perform such other duties as de-
termined by the Chair or the Board.

(b) The Defense Data Integrity Board—
(1) Membership. The Board shall consist
of the DA&M, OSD, who shall serve as
the Chair; the Director of the DPO,
DA&M, who shall serve as the Execu-
tive Secretary; and the following offi-
cials or their designees: the representa-
tives designated by the Secretaries of
the Military Departments; the
DUSD(PI); the (ASD) (NII)/CIO; the GC,
DoD; the Inspector General, DoD; the
ITMD, WHS; and the Director, Defense
Manpower Data Center. The designees
also may be the principal points of con-
tact for the DoD Component for pri-
vacy matters.

(2) Responsibilities. (i) The Board shall
oversee and coordinate, consistent with
the requirements of 5 U.S.C. 552a, OMB
Circular A-130, and DoD 5400.11-R, all
computer matching programs involv-
ing personal records contained in sys-
tem of records maintained by the DoD
Components.

(ii) The Board shall review and ap-
prove all computer matching agree-
ments between the Department of De-
fense and the other Federal, State or
local governmental agencies, as well as
memoranda of understanding when the
match is internal to the Department of
Defense, to ensure, under 5 U.S.C. 552a,
OMB Circular A-130, and DoD 5400.11-R,
appropriate procedural and due process
requirements shall have been estab-
lished before engaging in computer
matching activities.

(c) The Defense Privacy Board Legal
Committee—(1) Membership. The Com-
mittee shall consist of the Director,
DPO, DA&M, who shall serve as the
Chair and the Executive Secretary; the
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